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联邦学习的分类
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纵向联邦学习训练目标与基本过程
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纵向联邦学习训练目标与基本过程
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纵向联邦学习传输优化方法
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纵向联邦学习建模优化方法
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纵向联邦学习安全分级

• Basic Protocol (P-1): Keeping Private 
data and models local.

• Standard Protocol (P-2): Protecting 
Exchanged Intermediate Results

• Enhanced Protocol (P-3): Protecting 
Entire Training Protocol

• Strict Protocol (P-4): Protecting 
Training Protocol and Results

• Relaxed Protocol (P-0): Nonprivate 
label or model. Available online at



纵向联邦学习框架的攻击防御

数据反演攻击 后门攻击

Figure credit : Tianyuan Zou & Yang Liu
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纵向联邦学习框架的攻击方法
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纵向联邦学习框架的防御方法
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其他关键问题
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Compression
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Distributed Optimization

MPC, HE…

• 数据价值 Data Valuation

• 可解释性 Explainability

• 数据公平性 Fairness
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VFLow：AVFLDesign Framework for Trustworthy VFL
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纵向联邦学习数据集
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应用领域
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• 推荐系统-营销领域
Recommendation systems and
Advertising

• ⾦融领域 Finance

• 医疗领域 Healthcare

• 通讯及其他领域Wireless
Communication

Open-Source Projects

• FATE

• PyVertical

• FedLearner

• FedML

• Fedtree

• PaddleFL

……

Major Applications 



挑战与展望

• 互联互通 Interoperability

• 可信联邦学习 Trustworthy

• ⾃动化Automated

• 区块链结合 Blockchain
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