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Visual Intelligence Everywhere



Robustness Issues

Hendrycks D, Dietterich T. Benchmarking neural network robustness to common corruptions and perturbations, In ICLR, 2019.
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Blurred Video Benchmark – An Example (TIP’ 21)

Y. Wu, J. Lim, and Ming-Hsuan Yang. Object Tracking Benchmark. In IEEE TPAMI, 2015.
H. Fan, L. Lin, F. Yang, et al. LaSOT: A High-quality Benchmark for Large-scale Single Object Tracking. In CVPR, 2019.
Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021

 Motivation

Robustness Evaluation

✗ Cannot exclude other factors during
evaluation

✗ Cannot evaluate the effects of different
blur levels



Blurred Video Benchmark – An Example (TIP’ 21)

Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021
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 Construction strategies



Motion Blur
Physical Model

Blurred Video Benchmark – An Example (TIP’ 21)

Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021

High frame-rate
video collection
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Ground Truth
Labelling
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Initial Frame
Selection

Insight observations:
 Single blur-level videos are not enough.

 Light motion blur is helpful but heavy blur is harmful.

Robustness Evaluation

 Some insight observations

Negative effects

Positive effects



Blurred Video Benchmark – An Example (TIP’ 21)

Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021
Y. Wu, J. Lim, and Ming-Hsuan Yang. Object Tracking Benchmark. In IEEE TPAMI, 2015.
H. Fan, L. Lin, F. Yang, et al. LaSOT: A High-quality Benchmark for Large-scale Single Object Tracking. In CVPR, 2019.

 Limitations

✗ Cannot cover the diverse and hard blur patterns.

Robustness Evaluation



Robust
VisIntel

Goal: Robustness Evaluation and Enhancement of Visual Intelligence to
Real-world Degradations:

Degradation-
based Benchmark

Construction

Degradation-
aware Adversarial

Attack

Task-aware
Data
Augmentation

Task-based
Data
Restoration

Robustness Evaluation



Robustness Evaluation
Additive-Perturbation Adversarial Attack

+

Incv3: Bird

=

Incv3: Dog

.Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial examples. In ICLR, 2015.
Alexey Kurakin, Ian J Goodfellow, and Samy Bengio. Adversarial examples in the physical world. In ICLRW, 2017.
Y. Dong, T. Pang, H. Su, and J. Zhu. Evading defenses to transferable adversarial examples by translation-invariant attacks. In CVPR, 2019.
Q. Guo, X. Xie, F. Juefei-Xu, L. Ma, Z. Li, W. Xue, W. Feng, and Y. Liu. Spark: Spatial-aware online incremental attack against visual tracking. In ECCV, 2020

 Noise-like adversarial perturbation cannot represent
diverse natural degradations in the real world.



Robustness Evaluation
General Adversarial Attack

Incv3: Bird

=

Incv3: Dog

O( , )+

 Turning the additive operation to nature degradation-
based operations.



Robustness Evaluation
Adversarial Blur Attack（NeurIPS’ 20）

Incv3: Bird

=

Incv3: Car

Blur( , )
Pixel-wise blur kernels



Robustness Evaluation
Adversarial Blur Attack（NeurIPS’ 20）

Camera moving during photo shot

Accumulation

 Physical model of motion blur

 Pattern of motion blur is mainly decided by the motion of
the camera/object and the accumulation process.

Instance Image



Q. Guo, F. Juefei-Xu, X. Xie, et. al. Watch out! Motion is Blurring the Vision of Your Deep Neural Networks. NeurIPS 2020.

Robustness Evaluation
Adversarial Blur Attack（NeurIPS’ 20）
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 Digital Simulation of motion blur



Q. Guo, F. Juefei-Xu, X. Xie, et. al. Watch out! Motion is Blurring the Vision of Your Deep Neural Networks. NeurIPS 2020.

Adversarial Blur Attack（NeurIPS’ 20）
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 Adversarial motion blur

Task-
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Robustness Evaluation



Adversarial Blur Attack（NeurIPS’ 20）
 Physical Adversarial Blur Attack

Adversarial Blur Attack

Camera motion parameters

Control

Accumulation

Physical adversarial
example

Robustness Evaluation

Simulated
adversarial example



Q. Guo, F. Juefei-Xu, X. Xie, et. al. Watch out! Motion is Blurring the Vision of Your Deep Neural Networks. NeurIPS 2020.

Adversarial Blur Attack（NeurIPS’ 20）

Clean images

Adversarial blur attack

Physical captured images

Real-world Experiments

 Physical Adversarial Blur Attack

Robustness Evaluation



Q. Guo, Z. Chen, F. Juefei-Xu, et. al. Learning to Adversarially Blur Visual Object Tracking. in ICCV 2021.

Adversarial Blur Attack against Tracking（ICCV’ 21）

 How to make tuned motion blur keep realistic blur appearance?
 How to realize efficient adversarial blur attack to adapt the real-

time trackers?

Robustness Evaluation



Q. Guo, Z. Chen, F. Juefei-Xu, et. al. Learning to Adversarially Blur Visual Object Tracking. in ICCV 2021.

Adversarial Blur Attack against Tracking（ICCV’ 21）
Robustness Evaluation

Tracker



Q. Guo, Z. Chen, F. Juefei-Xu, et. al. Learning to Adversarially Blur Visual Object Tracking. in ICCV 2021.

Adversarial Blur Attack against Tracking（ICCV’ 21）
Robustness Evaluation



Q. Guo, Z. Chen, F. Juefei-Xu, et. al. Learning to Adversarially Blur Visual Object Tracking. in ICCV 2021.

Adversarial Blur Attack against Tracking（ICCV’ 21）
Robustness Evaluation



Degradation-aware Adversarial Attack
 Generalizing adversarial blur attack to other degradations

Robustness Evaluation

Physical parameters of
a degradation

Task-aware
objective function

Digital
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Feedback

Simulation
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SPARK - Effects of noise to tracking (ECCV’20)

Q. Guo, X. Xie, F. Juefei-Xu, et. al. SPARK: Spatial-aware Online Incremental Attack Against Visual Tracking. ECCV 2020.

Main Challenges:
 Tracking focuses on the object

trajectory instead of category.
 Tracking requires the attacking to be

enough efficient.

Robustness Evaluation



Amora- Effects of deformation to FR (ACM-MM’20)

Run Wang, Felix Juefei-Xu, Qing Guo*, Yihao Huang, Xiaofei Xie, Lei Ma, and Yang Liu. Amora: Black-box Adversarial Morphing Attack. ACM-MM,
2020

Robustness Evaluation



AVA - Effects of vignetting to recognition (IJCAI’21)

Binyu Tian, Felix Juefei-Xu, Qing Guo*, et. al. AVA: Adversarial Vignetting Attack against Visual Recognition. IJCAI 2021.

Robustness Evaluation



Effects of exposure and noise to CoSOD (CVPR’22)

Ruijun Gao, Qing Guo* , Felix Juefei-Xu, Hongkai Yu, Xuhong Ren, Wei Feng, and Song Wang. Making Images Undiscoverable from Co-Salient Object 
Detection. In CVPR 2022 .

Robustness Evaluation



Effects of rain to recog. & detection

Liming Zhai, Felix Juefei-Xu, Qing Guo*, Xiaofei Xie, Lei Ma, Wei Feng, Shengchao Qin, and Yang Liu. It's Raining Cats or Dogs? Adversarial 
Rain Attack on DNN Perception. in https://arxiv.org/abs/2009.09205. 

Robustness Evaluation
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Robustness Enhancement
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Selective Deblurring for Blur Robust Tracking (TIP’ 21)

Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021

Robustness Enhancement

 Motivation

 Blurred Video Benchmark:
Effects of deblurring to
different blur levels are
different.

 Blurred Video Benchmark:
Selective deblurring
improves tracking
accuracy significantly

_ganslt: selective deblurring w.r.t GT_gan: deblurring all frames



Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021

Robustness Enhancement
Selective Deblurring for Blur Robust Tracking (TIP’ 21)
 DeblurGAN-D as Blur Assessor

Generator

Discriminator

Blur level from
heavy to
light during
training

Deblurred



Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021

Robustness Enhancement
Selective Deblurring for Blur Robust Tracking (TIP’ 21)
 Pipeline Selective deblurring via

DeblurGAN-D



Q. Guo, W. Feng, R. Gao, Y. Liu, and S. Wang. Exploring the Effects of Blur and Deblurring to Visual Object Tracking. In IEEE TIP, 2021

Robustness Enhancement
Selective Deblurring for Blur Robust Tracking (TIP’ 21)
 Results



Task-aware Data Restoration

Data Quality
Loss

Robustness Enhancement

 Generalizing deblurring to other degradation restorations

Task-
dependent
loss

Data RestorationCorrupted
Input

Deployed
Intelligent
Models



Y. Huang, Q. Guo*, F. Juefei-Xu, et. al. AdvFilter: Predictive Perturbation-aware Filtering against Adversarial Attack via Multi-domain Learning. in ACM-

MM, 2021. 
F Li  M Li  Y D  T P  X H  d J Zh  D f i t d i l tt k  i  hi h l l t ti  id d d i  I CVPR 2018

Task-aware Data Restoration – Denoising (MM’21)

Adv. Example
GT label: Bubble

Prediction : GobletResNet-50Denoise Prediction : Bubble

Observations:
 Solution (b) is more effective than solution (a) for 

adversarial robustness enhancement.
 Solution (b) can achieve higher accuracy on both small 

and large attack strengths but is less effective on the 
median attack strengths.

Robustness Enhancement



2nd predictive filtering for small&large attack strengthes

1st predictive filtering for median attack strength

Y. Huang, Q. Guo*, F. Juefei-Xu, et. al. AdvFilter: Predictive Perturbation-aware Filtering against Adversarial Attack via Multi-domain Learning.
in ACM-MM, 2021. 

Task-aware Data Restoration – Denoising (MM’21)
Robustness Enhancement



L. Fu, H. Yu, F. Juefei-Xu, J. Li, Q. Guo*, Song Wang. Let There be Light: Improved Traffic Surveillancevia Detail Preserving Night-to-day 
T f  IEEE TCSVT 2021  

Task-aware Data Restoration – Night2Day
Robustness Enhancement



Task-aware Data Restoration – Shadow Removal
Robustness Enhancement



Task-aware Data Restoration – Shadow Removal
Robustness Enhancement
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Failure-set Guided Data augmentation

B. Yu, H. Qi, Q. Guo*, F. Juefei-Xu, X. Xie, L. Ma, and J. Zhao. DeepRepair: Style-Guided Repairing for DNNs in the Real-world Operational 
Environment. IEEE Trans. on Reliability, 2021. 

Robustness Enhancement



Task-guided Data Augmentation
Robustness Enhancement

Raw Data

Task-related
loss

Intelligent
Model

Guided Aug.

Adv. Attack

Aug. Data

Consistent
Loss



Solution2: Task-guided Data Augmentation
Robustness Enhancement

 Generalizing Data Repair to Architecture Repair via NAS

ArchRepair for unknown failure patterns
Vulnerable Block Localization NAS for Repairing



Goal: Robustness Evaluation and Enhancement of Visual Intelligence to Real-
world Degradation:
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